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Office of Information Technology Follow-Up Review–Progress Made in 

Implementing Strategic Improvement Plan; Broader Issues Need Executive 

Attention for State to Advance Further 

Introduction ――――――――――――――――――――――――――――――――― 

The Maine Legislature’s Office of Program Evaluation and Government 
Accountability (OPEGA) has completed a follow-up review of the Office of 
Information Technology. OPEGA performed this review at the direction of the 
Government Oversight Committee (GOC) for the 125th Legislature. 

The Legislature created the Office of Information Technology (OIT) in 2005 by 
consolidating IT functions in Executive Branch agencies into one entity within the 
Department of Administrative and Financial Services. OIT is responsible for the 
delivery of safe, secure, high-performing networks and systems that support 
agencies in the performance of their missions for the citizens of Maine. The State 
funds OIT through an “enterprise” account meaning that all OIT expenses must 
be covered by charges to the other State agencies it supports. 

In early 2006, OPEGA released a report on State-Wide Information Technology Planning 
and Management. Since then OPEGA has periodically reported to the GOC on 
OIT’s efforts to implement various recommendations from that report. In 2011, 
the GOC considered a multifaceted request for a new OIT review. The issues 
raised in the request were the same as those in a number of unsolicited complaints 
regarding OIT that OPEGA had received over the years. They indicated that the 
recommendations from 2006 had not all been fully or adequately implemented. As 
a result, in 2012, the GOC directed OPEGA to conduct a formal two-year follow-
up review of OIT’s plans and progress in several critical areas. 

Key IT problem areas were widely known at that time and new management at 
OIT was attempting to address them. The purpose of OPEGA’s review was to 
assist the Legislature in holding OIT more formally accountable for effectively 
addressing these known concerns going forward.  

The review focused on ensuring OIT made acceptable progress in the following 
critical areas: 

• project management; 

• business continuity planning and disaster recovery; and 

• supporting the data needs of Executive Branch departments. 

For the past two years, OPEGA has monitored OIT’s progress in developing, and 
then implementing, an improvement plan for these three areas that included 
detailed improvement goals and actions, with timelines, that OIT would take to 
reach those goals. OIT finalized its two-year Strategic Improvement Plan on  
March 1, 2013 and subsequently presented periodic progress reports to OPEGA 
and the GOC on June 14, 2013, January 10, 2014 and September 24, 2014. 

OIT is responsible for 

delivery of safe, secure, 

high-performing networks 

and systems that support 

agencies in performance 

of their missions. 

Since 2006, OIT has made 

efforts to implement 

recommendations from an 

OPEGA review of statewide 

information technology 

planning and 

management.  

Issues brought to the GOC 

in 2011, however, 

indicated there had not 

been much improvement 

in some areas. The GOC 

directed OPEGA to conduct 

a two-year follow-up review 

focused on three critical 

areas.  
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The final phase of OPEGA’s follow-up review entailed a more comprehensive 
independent assessment of OIT’s progress in implementing its Plan. In January 
2015, OPEGA retained an outside consultant with IT audit experience, 
CohnReznick LLC (CR), to assess OIT’s progress in realizing improvements in the 
three areas of project management, business continuity planning and disaster 
recovery (BCP/DR), and data governance and analytics. OPEGA also asked CR to 
identify any significant challenges or barriers impeding OIT’s progress in achieving 
the stated improvement goals and make appropriate recommendations for 
addressing them. CR submitted its final report to OPEGA in June 2015. CR’s 
report is included as Appendix A. OPEGA concurs with CR’s observations and 
recommendations, which are reflected in the Recommendations made in this 
report. 

Questions, Answers and Issues ――――――――――――――――――――― 

1. To what extent has OIT effectively implemented its 2013 Strategic Improvement Plan for the three areas 

focused on in this review? 

OIT made significant progress in implementing actions it could take unilaterally, 
and continued improvement is expected. CohnReznick observed that this progress 
was partially responsible for an upgrade in the State of Maine’s current rating on a 
biennial national survey of technology presence and operations in state 
governments in the United States.  

However, several actions in OIT’s Plan were contingent on the efforts of other 
State agencies that have not occurred. Consequently, OIT has not fully 
implemented certain key parts of its Strategic Improvement Plan, particularly with 
regard to business continuity planning and disaster recovery and support for agency 
data needs. Progress for the State as a whole in these areas has not been as desired. 

Agency participation, and effective partnerships between OIT and the agencies it 
serves, are required for the State to continue advancing its IT-related capabilities. 
Continued improvement is necessary to ensure the State is properly managing IT-
related risks and in a position to capitalize on IT-related opportunities. 

While OIT itself can do more to promote agency participation and partnerships, 
CR and OPEGA found several organizational challenges OIT does not have the 
authority to address on its own. These barriers include the lack of executive-level 
IT governance to ensure adequate funding for statewide initiatives and 
collaboration, coordination and action by all agencies toward IT-related goals. OIT 
also reported these challenges to both OPEGA and the GOC in its progress 
reports during the course of this two-year follow-up review. 

see pages 10-11 of 

Appendix A for more 

on this point 

 

OPEGA monitored OIT’s 

progress in developing, 

and then implementing, an 

improvement plan. At the 

end of the two-year period, 

OPEGA hired an outside 

consultant to do a 

comprehensive 

assessment of OIT’s 

efforts.  
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2. To what extent has OIT achieved improvements in Project Management?  

CR found that OIT made significant progress in developing its IT project 
management capabilities and converting to the Agile project management 
methodology. Continued improvement is expected as OIT continues to strengthen 
its project management function. CR noted several areas where further 
improvement will better align OIT with industry standard practices.  

OIT’s Agile Center for Excellence is not yet fully developed and OIT has not fully 
adopted portfolio management capabilities or procedures across its entire project 
portfolio. Standard processes such as project initiation procedures and project 
closeout meetings were not consistently followed in the sample of projects CR 
reviewed. The project intake process also did not include project managers until 
project decisions and intakes were completed, and project artifacts (tools) were not 
created uniformly across projects. Additionally, CR found that OIT did not 
perform project budgeting and cost analyses because project managers lack the 
necessary information to do so.  

 

3. To what extent has OIT achieved improvements in Business Continuity Planning and Disaster Recovery?  

OIT has made significant progress addressing previously known gaps in business 
continuity planning and disaster recovery such as conducting tabletop exercises and 
supporting agencies as they develop plans on an ad hoc basis. OIT has also hired a 
BCP/DR manager who is developing the structures necessary to support statewide 
BCP/DR efforts.  

However, statewide BCP/DR efforts to date have not mitigated risks associated 
with potential disasters or catastrophic system failures. Business Impact Analyses 
(BIA) are necessary for sound business continuity and disaster recovery planning 
within both OIT and individual agencies, but have not been completed for any 
State agency. Agency participation is critical to BCP/DR efforts and such 
participation is impacted by broader organizational challenges outside of OIT’s 
control.  

 

4. To what extent has OIT achieved improvements in its capacity to support the data and analytic needs of 

analysts, managers and decision makers in all State agencies?  

Little progress has been made in improving data governance1 and analytic 
capabilities for Executive Branch agencies, primarily because this area is impacted 
by broader organizational challenges and did not receive much focus until late in 
the two year review period. OIT’s new Enterprise Warehouse and Analytics group 
was only established in 2014. The roles, responsibilities and expectations of OIT 
and the agencies it supports still need clarification. Advancing data capabilities 
requires agency commitment and participation and an executive-level forum for 
engaging all Executive Branch agencies is still developing. 

                                                      
1 For the purposes of this report, data governance refers to the overall management of the 

availability, usability, integrity and security of the data employed in an organization. 

see pages 20-26 of 

Appendix A for more 

on this point 

 

see pages 12-14 of 

Appendix A for more 

on this point 

 

see pages 14-20 of 

Appendix A for more 

on this point 
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Currently, data governance and analytics capabilities and practices are inconsistent 
across the Executive Branch. CR assessed the overall maturity of the data 
capabilities of the Executive Branch and found the agencies to be at an immature 
level with limited users, islands of information systems across agencies and no 
designated executive business sponsor. 

 

OPEGA identified the following issues during the course of this review. See pages 5-12 for further discussion 

and our recommendations. 

 

 Lack of executive-level governance for information technology adversely affects the State’s ability to 
address critical information technology matters.  

 Disaster recovery and business continuity planning efforts have not mitigated risks associated with 
potential disasters or catastrophic system failures.  

 Data governance and analytics capabilities and practices are inconsistent across the Executive Branch 
and are at an immature level.  

 Roles, responsibilities and expectations of OIT and the agencies it serves are not clearly defined or 
communicated.  

 OIT’s current funding model does not ensure sufficient resources for core IT activities common and 
critical to all State agencies. 

 OIT project managers cannot fully estimate costs on proposed projects or perform complete budget 
to actual cost analysis on IT projects in progress.  

 OIT needs to continue efforts to further mitigate IT-related risks for the State, move toward industry 
best practices and improve the services it provides.  
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Recommendations  ――――――――――――――――――――――――――― 

In making the following recommendations, OPEGA has drawn on CR’s results as 
well as our own observations over the two-year period of this follow-up review. 
Recommendations 1-6 address issues CR and OPEGA identified as challenges or 
barriers to OIT’s ability to support advancing the State’s position with regard to the 
three areas under review. Implementing each will require the participation of 
agencies as well as OIT. Recommendation 7 captures the remaining 
recommendations contained in CR’s report that OIT can address on its own. 

The Administration Should Establish an Executive-level, 

Enterprise-wide IT Governance Function  

The areas focused on in this review are individually important for every agency 
program and collectively critical for the State. However, there is currently no 
enterprise-wide, executive-level directive or governance for BCP/DR, data 
governance and analytics, or IT project management that ensures adequate 
planning, funding, collaboration and action on the part of both OIT and State 
agencies.  

Efforts in these three areas require partnerships between OIT and the agencies. 
Given its role as a service agency and its position in the State’s organizational 
structure, OIT does not have the authority to direct agencies to fund or otherwise 
engage in these efforts. Several of OIT’s planned actions in its Strategic 
Improvement Plan were contingent on agencies providing funding and/or 
assigning personnel to work with OIT. OIT stated that it would be a challenge to 
engage the agencies in activities they may not see as a priority, and that progress 
made in BCP/DR and data analytics might be limited as a result. 

OPEGA discussed this challenge with OIT and the DAFS Commissioner early on 
in our review. Subsequently, late in the two-year period, the Office of Policy and 
Management (OPM) was directed to facilitate OIT and agency efforts on data 
governance and analytics. OPEGA understands that OPM’s facilitation role 
currently does not include BCP/DR or IT project management, nor does it include 
responsibilities and authorities for other enterprise-wide governance activities such 
as: 

 establishing an overall vision, strategy and goals;  

 establishing and supporting enterprise-wide priorities; 

 ensuring adequate funding for enterprise-wide initiatives and priorities;  

 clarifying roles and responsibilities between OIT and agencies; and 

 ensuring collaboration, coordination and action among all parties. 

1

2 
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Recommended Management Action:   

The Administration should establish an executive-level, enterprise-wide IT 
governance function with responsibilities, and associated authority, consistent with 
those described above. Responsibilities could focus initially on the three areas 
encompassed in our review with other IT-related areas added as necessary and 
appropriate. A governance function could also oversee and drive the process of 
defining and documenting OIT and agency roles and responsibilities through 
Service Level Agreements as discussed in Recommendation 4.  

Options for an executive-level IT governance function include, but are not limited 
to, assigning the responsibilities to an existing executive-level office, establishing a 
new executive-level function, or establishing a steering or oversight committee. The 
Administration could explore how other states have effectively incorporated IT 
governance into their organizational structure. 

The Administration Should Ensure Business Impact Analyses and 

Subsequent Business Continuity Plans Are Completed for All 

Agencies 

Business continuity planning and disaster recovery (BCP/DR) efforts have not 
mitigated risks associated with potential disasters or catastrophic system failures. 
Business Impact Analyses (BIA) for individual agencies have not been completed, 
and, therefore, OIT and agencies lack the information necessary to develop sound 
DR and BC plans. OPEGA identified inadequate business continuity planning as a 

key issue in its 2006 report and it appears that 
very little progress has been made since then. 
This is another area in need of executive-level 
direction and oversight.  

OIT’s Strategic Improvement Plan called for 
BIAs to be completed by the middle of 2013 
using an approach that focused on determining 
the criticality of business applications. However, 
the effort did not really get underway until OIT 
hired the Business Continuity Manager in July 
2014 and adopted a more standard industry 
approach to conducting BIAs. This approach 
focuses on determining the criticality of business 
processes. OIT has since been working to 
complete its BIA and plans to use it as a model 
for other agencies. The current plan is to have 
BIAs for all agencies completed within the next 
two years. Presumably, a more fully developed 
Disaster Recovery Plan, as well as agency 
Business Continuity Plans, will follow 
completion of the agency BIAs. 

2

4 

A Business Impact Analysis is a process that identifies critical 

business functions, and describes what would be necessary to 

recover these functions, in the event of a disaster or disruption 

in service. For example, the State of Oregon’s BIA objectives are:  

 To identify business processes and prioritize them 

according to criticality. 

 To identify the Recovery Time Objective (RTO) 

associated with each critical business process. 

 To identify the Recovery Point Objective (RPO) 

associated with each critical business process. 

 To identify the key computer systems, equipment, and 

applications associated with each critical business 

process. 

 To identify the quantitative and qualitative impacts that 

will be incurred should a disruption occur. 

 To identify critical interdependencies associated with 

the business unit and its processes. 

 

Source: 

www.oregon.gov/das/cio/bcp/docs/business_impact_analysis_

questionnaire.doc 

http://www.oregon.gov/das/cio/bcp/docs/business_impact_analysis_questionnaire.doc
http://www.oregon.gov/das/cio/bcp/docs/business_impact_analysis_questionnaire.doc
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The issues discussed in Recommendations 1 and 5 continue to present significant 
challenges to completing BIAs and subsequent DR and BC plans within an 
acceptable time frame. In the meantime, State agencies continue to face the risk 
that an inability to recover from a potential disaster could result in customer service 
disruptions, excessive costs to restore service, and significant impacts to reputation. 
OIT also faces many near-term decisions on back up and disaster recovery options 
that may be made without information needed to ensure resources are 
appropriately allocated. 

CR’s report in Appendix A, pages 5-6 and 12-14, contains more discussion on 
BCP/DR.  

Recommended Management Action:  

As part of addressing Recommendations 1 and 5, or through some other means, 
the Administration should establish a mechanism for ensuring that BIAs and 
subsequent Business Continuity Plans are completed for all Executive Branch 
agencies by the end of 2017. This mechanism should include monitoring and 
oversight to ensure OIT and agencies are appropriately prioritizing and dedicating 
the necessary resources to meet this goal. OIT should use the completed BIAs to 
develop a complete and effective statewide Disaster Recovery Plan. 

The Administration Should Take Steps to Advance the State’s 

Data Governance and Analytics Capabilities 

Data governance and analytics capabilities and practices are inconsistent across the 
Executive Branch and, overall, at an immature level. Many State agencies have 
limited data analytic capabilities and the State lacks any baseline capability for 
analyzing data across agencies. Sharing information between agencies is initiated on 
an as-required basis with requesting agencies executing a Memorandum of 
Understanding with agencies that maintain the required data. 

CR assessed the Executive Branch’s data capabilities using an industry standard 
maturity model and found the State was at level two of five levels. Analytic 
capabilities have only recently become a priority focus for OIT and the basics of 
sound data governance need to be in place before the State can hope to have useful 
data and tools for analyzing data across agencies. According to a recent article in 
Governing Magazine (Appendix B), other states also currently have these 
limitations. 

An example is the State’s existing financial reporting systems, which are inadequate 
to meet the needs of analysts, administrators and decision-makers. OIT’s 
Enterprise Warehousing and Analytics group conducted a recent Gap Analysis of 
the Financial Warehouse for the State Controller’s Office. The report found that 
key data missing from various systems create a need to use multiple systems to 
answer business questions, different agencies use different subsets of reporting 
systems, and the overall usability of the systems needs improvement.2  

                                                      
2 Appendix D of CR’s report (OPEGA Appendix A) is the report on the Gap Analysis of the 

Financial Warehouse. Page 8 of that Analysis has a complete list of these findings.  

3

5 
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The Gap Analysis recommended solutions such as providing the capability to join 
annual budget data with accounting system data in one query and the formation of 
a governance group to ensure future system upgrades address the needs of the 
State as whole and individual agencies. According to the State Controller, the 
recommendations in the Gap Analysis report are in the process of being 
implemented. 

Continuous improvement in the area of data governance and analytics will require 
partnerships between OIT and agencies with clearly defined roles and 
responsibilities of each party. OIT sees its role as IT service provider and caretaker 
of the data, with agencies being owners of the data and responsible for analysis and 
interpretation. CR, citing a 2014 NASCIO3 study, States and Open Data, noted that 
OIT’s perspective on this and the way it has defined its role is consistent with IT 
service functions in other organizations, but differs on the enterprise role for 
standards development and execution. CR noted the lack of defined service levels 
and quality metrics for data and analytics support provided to OIT customers and 
the lack of standard data analytic tools. 

Challenges and issues associated with creating effective partnerships between OIT 
and the agencies have been discussed in Recommendations 1, 4 and 5. 

CR’s report contains additional detail on the subject on pages 6 and 14–20. 

Recommended Management Action:   

Advancing data governance and analytics capabilities should be specifically 
considered in actions taken with regard to Recommendations 1, 4 and 5. In 
addition: 
A. Agencies should develop the necessary internal business intelligence capacity 

to effectively manage and utilize data. This might take the form of a dedicated 
position with the responsibility and technical expertise to collaborate with OIT 
and drive data governance and analytics within each agency. 

B. OIT should develop a formal data governance policy with controls to manage 
data integrity and privacy risks for itself and a model policy for agencies to use 
as a basis for their own. 

C. Agencies should develop data governance policies specific to their data with 
assistance from OIT as necessary. 

D. OIT and agencies should partner to develop an inventory of data sources in 
each agency and assess the criticality and quality of data in each source. 

E. OIT should identify and implement standard data query and analytics tools 
that will be used across agencies and develop capabilities to support agencies 
in using those tools by providing training and technical assistance. 

                                                      
3 National Association of State Chief Information Officers 

http://nascio.org/publications/documents/NASCIO_EAOpenData_May2014.pdf 
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OIT Should Establish Service Level Agreements with Agencies   

The roles, responsibilities and expectations of OIT and the agencies it serves are 
not clearly defined or communicated. Each focus area of this review requires a 
partnership between OIT and State agencies to effectively and efficiently address 
current needs and work toward continuous improvement. OIT has consistently 
stated that its role is a service function with limited business area responsibilities 
and authority. CR observed that this is an appropriate role for OIT and found that 
OIT was clear about its role and the services it provides to agencies. However, 
both OPEGA and CR observed that agencies do not fully understand OIT’s role 
versus theirs and may not be aware of the responsibilities OIT expects and needs 
them to fulfill – particularly with regard to BCP/DR and data governance and 
analytics.  

Additionally, although OIT is a service function, it does not appear to have a fully 
developed customer service focus and culture. Ten years after the IT consolidation, 
OPEGA and legislators continue to hear anecdotally about agency frustrations with 
the cost of IT services and difficulties in getting timely, helpful assistance from 
OIT. CR made several suggestions throughout its report encouraging additional 
OIT focus on the customer.  

It is an industry standard practice to clarify roles, responsibilities, and performance 
expectations through the establishment of clear Service Level Agreements (SLA) 
between the IT organization and the agencies it serves. These agreements are 
customer focused. Generally, they include a commitment to continuous 
improvement, clarify roles and responsibilities of both IT and the agency, and 
establish performance measures for IT services that both parties monitor and track. 
SLAs can vary in specificity and may include the cost of each IT provided service.  

Service Level Agreements between OIT and the State agencies could not only 
clarify roles and responsibilities, but also provide a means to establish service 
expectations that may begin to address agency frustrations regarding the level and 
value of OIT services in relation to what they cost. 

Recommended Management Action:  

OIT should establish a Service Level Agreement with each agency. OIT should be 
responsible for initiating the process; however, each agency will need to assign a 
representative with appropriate knowledge and authority to work with OIT on 
developing the Agreement. Oversight of the entire endeavor by an entity assigned 
the governance role outlined in Recommendation 1 could facilitate participation by 
all agencies in this effort. OIT should consider standard, effective SLAs and 
processes used by other states in developing its own.  

4

1 
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DAFS Should Reassess OIT Funding for Core IT Activities 

Common and Critical to All Agencies  

The State funds OIT entirely through an enterprise account that charges individual 
agencies for the various services it provides including BCP/DR, project 
management and data and analytics efforts. This funding model is a barrier to 
adequately addressing current IT needs and continuously improving in areas critical 
to the State as a whole and where a statewide base level of activity is necessary to 
provide sufficient services and address risks common to all agencies.  

Resources put toward these efforts are impacted by the allocations of individual 
agencies whose budgets are constrained and who may not recognize how important 
areas like BCP/DR are to their programs and the State. On page 5 of its report, CR 
offers several examples of the consequences of insufficient funding for BCP/DR, 
data governance and analytics, and project management support. The risk of 
inadequate efforts resulting from such funding decisions might be mitigated by an 
alternative funding model. For example, one model could make direct 
appropriations to OIT to cover the cost of core statewide functions, and charge 
agencies directly for specific functions required by the agencies to pay for 
additional resources OIT must employ. 

Recommended Management Action:   

The DAFS Commissioner and State Controller, in conjunction with the Chief 
Information Officer, should reassess how OIT is funded for core functions and 
capabilities common to, and needed across, all agencies including disaster recovery 
and business continuity, data governance and analytics and certain portions of the 
project management function. The DAFS Commissioner should report to the 
Legislature’s Joint Standing Committees on Appropriations and Financial Affairs 
and State and Local Government on the assessment, and whether a change in the 
funding model is desirable to ensure sufficient funding for critical, common IT-
related activities across the Executive Branch. DAFS’ report to the Legislature 
should include proposed legislation for implementing any desired changes.  

DAFS Should Take Steps to Ensure OIT Project Managers Can 

Develop Accurate Budgets, and Monitor and Report on Costs 

CR found that OIT project managers are not able to provide cost estimates or 
accurately report on costs incurred during projects. According to OIT, it does not 
have information readily available to do so and this also impacts its ability to 
develop a complete project budget and cost estimate during project planning. 
Consequently, OIT is not in a position keep customer agencies informed of 
variances and predicted challenges to project budgets.  

OIT explained that while it knows the project assignments and billing rates for 
resources within OIT, that same information is not readily available to OIT for 
project participants in the agencies. For example, hourly rates for agency staff are 
calculated by the DAFS Service Center that supports the particular agency and are 

6 

5

3 
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not known to OIT during project planning. CR also noted that OIT’s billing to an 
agency for a project was handled outside the project team with limited data 
regarding project spend and cost allocation available for tracking and assessment by 
either the project team or the customer agencies. 

Recommended Management Action:   

Budgeting and cost analysis are key components of successful projects. OIT should 
work with the DAFS Division of Financial and Personnel Services and the State 
Controller’s Office, as appropriate, to identify and address the challenges impacting 
OITs ability to develop accurate project budgets and analyze costs throughout 
projects. Subsequently, OIT should ensure that project managers are performing 
regular budget to actual cost analyses and keeping customer agencies informed of 
budget variances and anticipated budget challenges consistent with 
recommendations on pages 24-25 of CR’s report.  

OIT Should Implement the CohnReznick Recommendations 

Within Its Authority 

In addition to the OIT-specific actions suggested in Recommendations 1-6, the 
CohnReznick report in Appendix A includes a number of OIT-specific 
recommendations related to issues that are within OIT’s authority and ability to 
address on its own. These additional recommendations are summarized as follows:  

Business Processes – OIT should consider a thorough analysis of business 
processes and identification of a broad range of opportunities along with key 
performance metrics for a wide range of projects. (See page 6 of CR report for 
more detail.) 

IT Audit Function - OIT should consider re-establishing an Information 
Technology audit function. (See page 6 of CR report for more detail.) 

COBIT Framework - OIT should consider adopting COBIT, or other 
framework, as a standard against which to evaluate its performance. (See page 6 of 
CR report for more detail.) 

BCP/DR – OIT should increase partnership outreach and identify communication 
mechanisms to formalize reporting for BCP/DR initiatives between OIT and its 
customers. (See page 13 of CR report for more detail.) 

Data Analytics (See pages 17-19 of CR report for more detail.) 

 Establish a risk management process for data analytics. 

 Prepare a comprehensive data policy 

 Adopt data governance policies 

 Establish technical standards 

 Implement data assurance tools 

 Monitor business performance metrics 

Project Management (See pages 22-26 of CR report for more detail.) 

• Continue developing Agile policies, tools and agency partnerships 

• Standardize governance for Agile projects 

7 
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• Standardize Agile project initiation practices 

• Improve communication and quality management during project execution 

• Develop remediation actions in the case of project failures to support 
customers in solving their problems 

• Develop project close out signature requirements by all parties, including 
customer and project manager to ensure all issues are closed out and 
customer need is met 

• Consistently conduct project close out meetings  

• Develop project close out metrics and final reporting keys 

• Develop testing standards for Agile projects 

• Enhance oversight of third party providers 

• Perform post-implementation goal assessments 

Customer Service – OIT should strengthen its customer service focus and culture 
to enhance relationships, better understand needs, support improved execution of 
projects and ongoing technology efforts, and improve the delivery reputation of 
OIT throughout state government. 

Recommended Management Action:   

OIT should consider these additional CR recommendations and establish a 
timeline for implementing them, or appropriate alternative solutions, so as to 
further mitigate IT-related risks for the State, move toward industry best practices, 
and improve the services it provides. The Chief Information Officer should report 
to the Government Oversight Committee and the Joint Standing Committee on 
State and Local Government on its planned actions in response to these 
recommendations. 

Recommended Legislative Action:   

The Joint Standing Committee on State and Local Government should monitor 
OIT’s progress implementing its action plan and advise the Government Oversight 
Committee of any concerns it has with OIT’s efforts. 
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Agency Response―――――――――――――――――――――――――――― 

Note: This section not yet finalized. Additional response and formal agency 
comment letter still expected. 
 
In accordance with 3 MRSA §996, OPEGA provided the Office of Information 
Technology and DAFS an opportunity to submit additional comments after 
reviewing the report draft. DAFS’ response letter and some additional context can 
be found at the end of this report. DAFS and OIT are proposing to take the 
following actions in response to issues identified in this report. 

The Administration Should Establish an Executive-level Enterprise-wide IT 
Governance Function 

OIT strongly concurs that enterprise-wide executive-level governance is 
needed. The State of Maine stands to gain much in the way of efficiency and 
innovation by following common, consistent and transparent delivery practices 
such as Agile and enterprise project management for all initiatives. Gains can also 
be realized by choosing enterprise technology solutions over single point solutions, 
establishing a single vision and strategic direction for technology adoption and 
innovation, and establishing enterprise technology priorities. 

The Administration Should Ensure Business Impact Analyses and 
Subsequent Business Continuity Plans are Completed for All Agencies  

OIT agrees with this recommendation. To further a successful outcome, OIT will 
work with industry leaders and experts to provide a best practice framework to our 
agency partners. OIT also commits to developing and leading a repeatable process 
to complete Business Impact Analyses within both OIT and individual agencies. 

In an effort to reduce risk and the potential exposure of our state government 
partners, OIT will also execute targeted network improvement plans that will have 
the added benefit of delivering increased performance across the environment. 

The Administration Should Take Steps to Advance the State’s Data 
Governance and Analytics Capabilities 

In order to improve Maine data governance and analytics capabilities, OIT will 
begin work to develop a formal data governance policy. To support this goal, OIT 
will partner with state agencies to assess and inventory existing data sources. 
Additionally, OIT will identify and implement best-of-class tools and capabilities 
for use by Maine state government. 

OIT Should Establish Service Level Agreements with Agencies  

Service Level Agreements are already utilized by OIT to formalize agreements with 
some agencies, and OIT agrees that it should be a common practice. Additionally, 
OIT commits to continuing the current effort to improve project portfolio 
management, which includes project closure protocols. 

1 
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DAFS Should Reassess OIT Funding for Core IT Activities Common and 
Critical to All Agencies 

As reported by OPEGA, OIT must cover all costs by directly recovering them 
from our partner agencies. This greatly limits OIT’s ability to invest in enterprise 
improvement and innovation. This funding structure also limits OIT’s ability to 
offer enterprise-level consulting services at a cost that can be accommodated by 
both small and large agencies.  

Direct appropriations for core statewide functions like infrastructure, common 
services, and enterprise product development would increase OIT’s ability to 
mitigate risks to our agencies and provide modern and effective tools and services. 

 

DAFS Should Take Steps to Ensure OIT Project Managers Can Develop 
Accurate Budgets and Monitor and Report on Costs 

OIT is already in the process of establishing a closer relationship with the service 
centers of the Division of Financial and Personnel Services in an effort to better 
measure and report on project budgets. OIT is committed to continuing our 
improvement effort in all aspects of project management including, but not limited 
to, budget control. 

 

OIT Should Implement the CohnReznick Recommendations Within Its 
Authority 

As acknowledged by both OPEGA and CohnReznick, OIT has made significant 
strides in adopting the Agile frameworks for business projects. OIT’s infrastructure 
group has already adopted and is implementing an industry standard operational 
improvement regime known as KanBan. Additionally, the Project Management 
Office (PMO) will hire an Agile testing leader to help standardize process. 

In the coming months, the PMO will establish a consistent project initiation 
process in policy. A similar process has already been established in practice. The 
PMO is currently developing common governance schemes for both Agile and 
traditional projects. 
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Assessment of Office of Information Technology’s Strategic Plan 

IT Project Management (PM) 
Roles and Responsibilities Objective: 
The responsibility for the project is assigned to senior stakeholders from the affected business units and IT. 

PM-O8 Steering Committee Establishment 
Only one of the three projects selected for sample provided a comprehensive charter 
outlining the steering committee and organization chart with effectively delegated roles and 
methodology for issue approval, escalation, and management. 

PM-O9 Executive Sponsor and Chairperson Determination 
Only one of the three selected projects provided a comprehensive charter outlining the 
executive sponsor, chairperson, and organization chart with effectively delegated roles and 
methodology for issue approval, escalation, and management. 

PM-O10 Chairperson Adequate Authority 
Only one of the three selected projects provided a comprehensive charter outlining the 
executive sponsor, chairperson and organization chart with effectively delegated roles and 
methodology for issue approval, escalation, and management.   

PM-O11 Business Unit Representation in Steering Committee 
Only one of the three selected projects provided a comprehensive charter outlining the 
organization chart with effectively delegated roles and methodology for issue approval, 
escalation, and management, including those at a business unit level. 

PM-O12 Steering Committee Role 
Only one of the three selected projects provided a comprehensive charter outlining the 
steering committee and organization chart with effectively delegated roles and 
methodology for issue approval, escalation, and management.   

PM-O13 Project Leadership – IT or Business 
IT Project leaders were identified as the OIT PMO assigned project manager in each of the 
sample projects selected. 

PM-O14 Project Manager Consultation for Project 
It was observed that MOUs were not signed off on by the project manager in one of the 
selected projects. However, in other cases earlier Agile projects did not use an MOU as a 
basis of establishing sign off between project management and the business owner. 

Return on Investment and Key Performance Indicators Objective: 
Metrics to objectively evaluate the success of a project are established. 

PM-O15 ROI Definition in Business Case 
It was noted that assessment of metrics across projects was not observed to be a standard 
practice of the project management office.  Thus, expected ROI is not a metric that is noted 
or calculated in project decisions. 

PM-O16 KPI Establishment for Team Performance 
No KPI measures were observed to be developed to track performance of project team or 
project, other than task completion percentages internal to the project. 

Escalation Management Objective:  
Escalation of serious project issues should be directed to the steering committee and senior management on a timely 
basis; the escalation should be documented and resolution monitored. 

PM-O17 Escalation Management Procedure 
An escalation hierarchy was observed in project documentation for one of the three 
selected projects, but did not include specific procedures for documenting or escalating 
issues across project components.   

Project Management 
Best Practice: 
The project management approach should be commensurate with the size, complexity and regulatory requirements of 
the project. The project management controls should ensure adequate oversight of the project (financial, meeting 
deadlines, etc.), appropriate involvement by the stakeholders, iterative evaluation of risks, monitoring of issues, and 
escalation of issues where required. 

Integration of business/information management Objective: 
The business and information management teams are integrated, information requirements are clearly documented, 
project objectives are aligned with the business and information strategies; and all affected business units are involved 
in the project. The steering committee reviews the effectiveness of the integration. 
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Assessment of Office of Information Technology’s Strategic Plan 

IT Project Management (PM) 
PM-O18 Project Team Alignment with Organization Strategy 

It was noted that while integration on the project team was highly centralized to the project, 
integration with other components of business and IT capabilities for customer 
organizations was lacking and posed challenges in executing projects because of visibility 
into larger business areas and unit objectives. 

Composition of Project Team Objective: 
The project team consists of a project team leader with appropriate project management experience and the team 
members have the appropriate skill sets and authority levels from their respective business units. 

PM-O19 Project Team Leader Experience 
Project managers were observed to have varying levels of skill, professional experience, 
and experience with the OIT framework and methodology of managing projects.  As such, 
certain project managers were granted more authority by the steering committee than 
others.  Observed that the amount of project documentation and artifacts required to be 
developed in order to effectively monitor the project varied significantly. 

PM-O20 Project Team Skills 
There were varying levels of skill in the composition of project teams.  Project team 
members are selected on the basis of their association with customer agency and skill set 
in customer specific applications.  As a result, less mature project teams required additional 
project artifacts to be created and an increased level of visibility in order to maintain 
sufficient oversight and support for project objectives.   

PM-O21 Agile Center of Excellence Talent Acquisition 
The Agile Center of Excellence is still in the process of obtaining all the talent and skills 
required for completion.   

Risk and Issue Management Objective: 
Risk analysis has been applied to the project during the initial phase; risks have been identified. Where risks can be 
mitigated, appropriate processes have been implemented; where risks are inherent to the process, appropriate 
monitoring processes are in place. 

PM-O22 Initial Risk Assessment Performance 
Observed that the initial risk assessment was performed as part of the business case 
development by customer agency and mitigating factors were considered. However, only 
one of three projects selected for sample had documented their risks on an initial basis. 

PM-O23 Comprehensiveness of Initial Risk Assessment 
A full risk assessment was applied to the business case for one of three projects sampled 
with only a basic risk analysis and mitigation factors considered. 

PM-O24 Steering Committee Review of Risk Assessment 
Observed during interview with PM that risk and issue management was part of an overall 
project management function, with the SharePoint risk tool being used extensively across 
managed projects to identify, document, and monitor risks.  SharePoint platform also 
included a dashboard that enabled visual representation and at-a-glance.  However, there 
was no indication that risk monitoring via the tool is performed by the steering committee 
team upon initial risk analysis performance. 

Escalation Procedures Objective: 
Escalation procedures are established to include monitoring by the steering committee. 

PM-O25 Escalation Plan 
Observed escalation procedures in one of three projects selected for sample and confirmed 
a project's components were escalated by project hierarchy. Other projects selected for 
sample did not use an escalation methodology outside of project status meetings. 

Quality Management Objective: 
Project sponsor has defined specific quality expectations and criteria. 

PM-O26 Quality Management Identification 
It was observed in the completion of the business case for specific outcomes that 
successful conditions are requested to be documented via business case e-form.  
However, there was no quality management function or criteria other than documented 
requirements for projects, which were completed in only one of three projects selected for 
sample. 
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Assessment of Office of Information Technology’s Strategic Plan 

IT Project Management (PM) 
Communications Objective: 
A communications plan is established to provide stakeholders and project leadership with appropriate information to 
ensure that the project meets functionality, budgetary and timeline goals. 

PM-O27 Communications Plan Assessment 
No formal communications plans were documented in any of the projects sampled. 

Budget 
Best Practice: 
The budget and accounting processes should be accurate, complete and provide the information necessary to manage 
the project. 

Accounting Objective: 
The recognition of expenses vs. capital expenditure is in compliance with tax and accounting principles. 

PM-O28 Capital Expenditure Request Approval 
Observed that project billing and invoicing was done on service fee basis by employee 
assigned to the project and reconciled by OIT procedure and policy outlined in 
Memorandum of Understanding with customer agency. Every 2 weeks customer was billed 
for services at fully burdened rate of employees assigned to project. 
 
Two of three projects selected for sample did not use an MOU for consultation. The one 
MOU that was observed had billing terms, but it was not signed. 

Governance 
Best Practice 
Management should provide adequate governance over the project to ensure that the project is adequately planned and 
the business and technical resources are assigned. Procedures should be defined to keep management informed of the 
progress. Communications and escalation procedures should be in place to allow management to respond to issues as 
they arise. 

Business Case Objective: 
On a regular basis, the project team leadership monitors and provides reports to executive sponsors on the continued 
alignment of the project plan with the business case. 

PM-O29 Stakeholder Documentation of Objective, Scope, and Business Value 
It was observed that receipt of formal documentation defining objective, scope, and 
business value of project prior to the work beginning in the project phase was only noted in 
two of the three projects selected for sample.  One project did not have a signed MOU or 
business case acknowledging the criteria for the project. 

PM-O30 Documented Acceptance of Projects 
Documentation of project acceptance by key stakeholders, executive sponsors, and 
steering committee was observed in only two of the three projects selected for sample. 

Scope Management Objective: 
The scope of the project is clearly defined and a project plan has been developed that clearly identifies the phases, 
processes and sub processes. Responsibility for managing scope changes is defined and procedures are in place to 
obtain approval of scope changes from the project steering committee or executive sponsors. 

PM-O31 Scope Change Procedures 
Scope change procedures were not outlined in OIT documentation or observed to occur on 
the three projects selected for sample. 

Roles and Responsibilities Objective: 
Roles and responsibilities of the project team are clearly identified; appropriate subject matter experts and stakeholders 
are included on the project team; and the division of responsibilities is appropriate for the project and entity level 
organizational structure (including separation of duties). 

PM-O32 Project Team Role Definition 
Only one project of the three selected for sample included role definitions as part of a 
project hierarchy. 

PM-O33 Project Team Inclusiveness 
Roles and responsibility for projects were assigned to project managers based on 
electronic notification of project draft completion, which triggered their involvement. In 
practice, it was observed that project managers familiar with their customers were typically 
involved in follow on work and additionally used application development teams that were 
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Assessment of Office of Information Technology’s Strategic Plan 

IT Project Management (PM) 
most familiar with the customers they served.  However, only two of the three projects 
selected for sample included project team members in the business case or project 
definitions. 

PM-O34 Appropriateness of Division of Responsibilities Among Organization Leadership 
Only one project of the three selected for sample included role definitions as part of a 
project hierarchy, but did not include responsibilities for each actor identified. 

PM-O35 Overall Project Responsibility 
Only one project of the three selected for sample included a project hierarchy.  Two 
projects had executive sponsors, but did not specify ultimate responsibility for project 
activities including scope, budget, and timing. 

PM-O36 Project Leader Assignment of Responsibilities  
One project of the three selected for sample included no level of assigned responsibilities 
or indication of a project leader for activities including: quality management, budgetary 
authority for resource and expenses, deliverables, and go/no go decisions. 

PM-O37 Project Owner Sprint Plan Establishment 
Sprint plans were only observed in two of the three projects selected for sample, as the 
third project used a hybrid model of Agile and Waterfall approaches. 

ROI and KPIs Objective: 
The calculations for determining project ROI and KPIs are approved by the steering committee and executive sponsor, 
are objective, and provide meaningful status of the project and a measure of its success. 

PM-O38 Attribute Determination for Return on Investment Calculation 
The OIT business case tool maintains a field and inclusive component for identifying 
business value and successful conditions, for which it was observed through interviews that 
the project managers assess tracking against overall business goals with agency 
customers at the end of each sprint period during sprint review. 
 
No ROI or KPI calculations were noted on projects selected, nor methodology for assessing 
or maintaining project tracking to goals. 

PM-O39 Key Performance Indicator Objectivity 
No ROI or KPI calculations noted on projects selected, nor methodology for assessing or 
maintaining project tracking to goals. 

Escalation Management Objective 
Steering committee and executive sponsors receive and act upon issues escalated by the project team. 

PM-O40 Escalation Issue Identification 
Escalation management is conducted on a project by project basis, which is driven by the 
cycle of status reporting demanded by each different party.  It was noted through customer 
interviews that project managers do not consistently share information and communicate to 
executive sponsors, resulting in challenges for project operations and spending. 

Functional Analysis Supports Buy or Build Decisions Objective: 
The buy or build decision is based upon business and functional requirements, with appropriate procurement 
procedures and steering committee authorization. 

PM-O41 Process Determining to Buy or Build 
Projects are judged on the maturity level of the team involved.  In the case where additional 
resources need to be acquired, it may be conducted through standard proposal processes, 
with the understanding that new team members introduce risk to the project.  No 
assessment criteria to judge maturity level of project team were observed to be in place. 

Project Management 
Best Practice: 
The project management activity should provide appropriate oversight and process to ensure the timely execution of the 
plan, mitigation of risks as they are identified, issues are resolved or escalated to the appropriate management level, 
quality of process is maintained, costs are monitored and minimized, and a go/no-go decision is made at each critical 
milestone. 

Composition of Project Team Objective: 
The project team consists of the appropriate resources, with the knowledge of the business process and automated 
solution, to effectively plan the project. 
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Assessment of Office of Information Technology’s Strategic Plan 

IT Project Management (PM) 
PM-O42 Project Team Organization Chart 

Organization charts were not preferred by OIT project teams because of the introduction of 
contention within roles and hierarchy. 

PM-O43 Project Team Personnel Contingency Plans 
Contingency plans were not in place to replace team members in the case of a leave.  
Contingency plans were to hire an external vendor to fill a skill gap or interim role, but were 
not developed as part of a plan of execution for a project. 

Risk and Issue Management Objective: 
Risk analysis has been applied to the project during the planning phase; risks have been identified. Where risks can be 
mitigated, appropriate processes have been implemented; where the risks are inherent to the process, appropriate 
monitoring processes are in place. Issues identified during the planning phase are reported, and issues are monitored 
and closed. 

PM-O44 Risk Classification in Project Planning 
No risks were inserted in the business cases provided for two of the three projects selected 
for sample.  Risk classification was not observed in the third project selected for sample, 
nor was it observed as a noted step in project planning.  

PM-O45 Known Issue Documentation during Planning 
Known issues and risks were only documented during project planning in one of the three 
projects selected for sample. 

Escalation Procedures Objective: 
Escalation procedures are utilized to inform the project team and the steering committee, where appropriate. 

PM-O46 Escalation Procedure Use Verification 
An escalation hierarchy was observed in project documentation in one project of the three 
sampled, but did not include specific procedures for documenting or escalating issues 
across project components.  In projects sampled neither escalation procedures or 
documentation of attributes were developed outside of status meetings. 

Quality Management Objective: 
The project process has defined quality assurance (QA) procedures. 

PM-O47 Quality Plan Identification of Ownership and Metrics for QA 
Metrics were not included in quality measures of any of the three projects selected for 
sample. 

Change Management Objective: 
A change management procedure has been implemented that documents and obtains approval for changes in the 
scope, business case or key attributes of the project. 

PM-O48 Change Management Procedure 
No change management or formal change request process was observed in any of the 
projects selected for sample or on an overall OIT standardized basis. 

Planning and Control Objective: 
The planning and control of the project includes effective time control, a project plan with milestones, deliverables, a 
sequence of process, resource projections and activity dependency. 

PM-O49 Project Assumptions and Constraints Documentation in Project Plan 
Assumptions and constraints were documented in the business case in two of the three 
projects selected for sample, but not in an overall project plan. Per inquiry and observation, 
earlier projects did not use business case. In the case of Nutrition, no assumptions or 
constraints were documented. 

PM-O50 Task Objective and Goal Statement 
Task objectives and goals were observed in the user story development in two of three 
projects selected for sample, but were not documented in a project plan document. 

Milestone Go/No Go Decisions Objective: 
At major milestones, management exercises and documents go/no-go decisions. 

PM-O51 Management Review of Significant Milestones and Go/No-Go Decision Making 
Only one project of the three selected for sample was observed to use formal Sprint reports 
for sign offs and tracking. One other project was observed to use MS project program for 
making go/no-go decisions, but no procedure for sign off and review was observed. 

Progress Control Objective: 
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Assessment of Office of Information Technology’s Strategic Plan 

IT Project Management (PM) 
Progress, defined as meeting milestones and budgets, is tracked and reported. 

PM-O52 Resource Time Reports and Completion Percentage Recording in Project Management 
Two of three projects were observed to track task completion through the user story report, 
but completion percentages and resource time reports were not observed to be tracked. 

PM-O53 Daily Scrum and Sprint Planning and Execution Process Documentation 
Only two of three projects selected for sample contained information on sprints and user 
stories, but project specific sprint planning was not observed to be contained within project 
planning documentation. 

Expense and Time Management Objective: 
Expense and time management are accurately recorded and approved. 

PM-O54 Resource Recording of Time and Expense to Project 
Employees were allocated to projects and tracked through the overall workforce billing 
capacity, but limited data was available and tracked by project managers. 

Communications Objective:  
A communications plan is established to provide stakeholders and project leadership with appropriate information to 
ensure that the project meets functionality, budgetary and timeline goals. 

PM-O55 Communications Plan Provisions 
No formal communications plans were developed during project planning as part of the 
selected sample of projects, although informal communications mechanisms were noted on 
one of the three projects selected for sample. 

Budget 
Best Practice 
The budget and accounting processes should be accurate, complete and provide the information necessary to manage 
the project. 

Budget Status Objective: 
The project budget is defined, segregated from other projects and is in alignment with the business case. 

PM-O56 Project Cost Identification 
Project costs were not observed to be clearly identified because of the adoption of Agile 
methodology, which breaks large scale projects into sprint phases.  Additionally, due to 
lack of visibility into pricing structure and indirect cost application, it was observed in 
interviews that project costs were difficult to accurately identify and provide estimates 
against. 

PM-O57 Budget Establishment from Cost Estimation 
No budget establishment based upon a cost estimation process was observed in project 
planning documentation in any of the projects selected for sample. 

PM-O58 Budget Variance Approval 
Budget information was not observed to be included in any project planning documentation 
in any of the three projects selected for sample and no analysis of budget variance from 
cost estimate was observed to be performed. 

PM-O59 Gap Analysis for Budget Impacts 
No gap analysis against potential budget impacts was observed as part of the project 
planning for any of the three projects selected for sample. 

PM-O60 Project Cost Center Determination  
Project cost center information was not observed in any of the projects selected for sample.  
Indirect costs were observed to be applied to projects by OIT, but determination of cost 
allocation was not possible on any project selected for sample. 

PM-O61 Budget Contingency 
No contingency was observed to be built into budgets at the project planning phase in any 
of the projects selected for sample. 

Accounting Objective:  
The accounting of the project is in compliance with expense and capitalization requirements. 

PM-O62 Cost Capitalization or Expensing Based Upon Standard Accounting Principles 
It was observed that project managers were not involved in the finance or accounting 
function associated with projects.  Because of this, project managers had a limited view of 
the financial components of their projects, including costs and status against scheduled 
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Assessment of Office of Information Technology’s Strategic Plan 

IT Project Management (PM) 
spend. 

Adequacy of Testing 
Best Practice: 
The project plan should provide for adequate testing at the various stages of development, including definition of the 
types of tests to be performed, the timeframe for testing and documentation requirements. At minimum, testing should 
include unit testing, integration testing, UAT, integration of manual and automated processes, conversion testing and 
stress testing. Consider parallel testing or separate operating platform testing prior to implementation. 

Testing Requirements Objective: 
Testing requirements are established and include documentation and review standards. 

PM-O63 UAT Planning 
UAT's were not defined at planning in any of the projects selected for sample. 

Project Plan Objective: 
The project plan provides adequate time for testing and remediation based upon test results. 

PM-O64 Project Plan – Testing Time Allocation 
In one of the three projects selected for sample, there was no evidence provided to outline 
the time that had been allocated for testing on a project basis within the project planning 
materials. 

Testing Content Objective: 
Test scripts and volumes are adequate to ensure accurate, effective and complete results. 

PM-O65 Test Planning – Full Testing of System 
Test plans were observed to follow the test objectives listed in the Application Certification 
procedure, however, development of test scripts and a test methodology to ensure 
adequate testing of the full system or application was not observed in any of the three 
projects selected for sample. 

PM-O66 Test Result Reconciliation 
No plans to reconcile test results against expected results were observed to be 
documented as part of a test plan in any of the projects selected for sample. 

Readiness Assessment Objective: 
A readiness assessment is part of the implementation plan to ensure that the system is ready for the implementation 
phase. 

PM-O67 Readiness Assessment Inclusion 
No readiness assessment was observed to have been prepared in any of the three projects 
selected for sample and although a phase readiness assessment was observed as part of 
the OIT technology workflow, none were noted in any of the projects selected for sample. 

PM-O68 Readiness Assessment – Contains All Finalized PM Artifacts 
No readiness assessment was observed to have been created in any project selected for 
sample. 

Conversion Plan Objective: 
A conversion plan is part of the overall planning activity and includes documented conversion specifications, a dress 
rehearsal of the conversion, a blackout plan in the event the conversion is not successful, and a reconciliation of data 
between the new and old systems. 

PM-O69 Conversion Plan Completeness 
Documentation to identify conversion costs and benefits to develop a conversion plan had 
not been created in the projects selected for sample. 

Communication Plan Objective: 
A communication plan informs stakeholders and management of the progress of the roll-out. 

PM-O70 Communication Planning Review 
No communications plans were observed to be developed in the three projects selected for 
sample at the planning phase of the projects. 

Training Plan Objective: 
An appropriate training program has trained affected functions prior to implementation. 

PM-O71 Training Programs Review 
Although training occurred for project managers and development staff, training plans for 
users and designations for all affected functions outside of the direct project team were not 
observed to be developed or implemented as part of any selected project in the sample. 
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IT Project Management (PM) 
PM-O72 Plan Inclusion of Cross-Discipline Agile Curriculum Components 

Although training occurred for project managers and development staff, training plans for 
users and designations for all affected functions outside of the direct project team were not 
observed to be developed or implemented as part of any selected project in the sample, 
including those related to the cross-discipline Agile components of the product 
development. 

Transition Plan Objective: 
A transition plan is created to address interim processes that are required until the new system is fully operational and 
integrated with other systems. 

PM-O73 Project Team Identification of Interim Processes Required  
Transition plan documentation, including notations to identify interim processes required 
due to temporary interfaces or processes until full integration, was not developed in any of 
the three projects selected for sample. 

PM-O74 Additional Resource Planning to Augment Internal Team 
No additional resources were observed to be included in the project plan to augment 
internal resources (or contract resources) in any of the projects selected for sample other 
than the resources directly identified for the duration of the project in the two projects which 
engaged external vendors. 

PM-O75 Additional Resource Cost Inclusion 
No additional resource costs were noted to be included in budgets for the projects selected 
for sample, as budget information was not observed to be developed or captured by OIT in 
any of the projects selected for sample. 

Blackout Plan Objective: 
The back out plan is prepared with appropriate review, approval and decision points to initiate the plan. 

PM-O76 Back out Plan Review 
A back out plan was part of the transition to go-live for one of the projects selected for 
sample, but no documentation was available to support the plan. Additionally, no evidence 
of back out plan procedures existed in the PMO's best practice handbooks. 

Third Party Providers 
Best Practice: 
Third-party providers should be selected and managed effectively to provide maximum ROI, should be adequately 
vetted, and contracts should provide for measurable deliverables and safeguarding of entity intellectual property. 

Vendor Selection Objective: 
Criteria for vendor selection are predefined prior to selection, the selection and contract negotiation are performed 
according to policy, and the criteria and selection process are objective. 

PM-O77 Contract Authorization Accordance with Enterprise Bill of Authority 
The Statement of Work received on the project in the sample which used an external 
vendor did not show sufficient evidence of authority as no signature of the client was 
present on the Statement of Work document. 

SLA and Contract Fulfillment Objective: 
SLAs are defined and objective to permit monitoring of vendor activities, compliance with contract and assignment of 
penalties for failure to comply with the contract. 

PM-O78 SLA Documentation 
The OIT organization did not develop or sign service level agreements with customer 
agencies. 

PM-O79 SLA Metrics 
The OIT organization did not develop or sign service level agreements with customer 
agencies.  Memoranda of Agreements governing work between OIT and customer 
agencies did not utilize metrics that were monitored or measured. 

Governance 
Best Practice: 
Management should provide governance over the project to ensure that the project is adequately monitored. The 
business and technical resources should be assigned to ensure planned progress of the project. Procedures should be 
defined to keep management informed of the progress. Communications and escalation procedures should be in place 
to allow management to respond to issues as they arise. 
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Scope Management Objective:  
The scope of the project is clearly defined—a project plan is maintained and updated that clearly identifies the phases, 
processes and sub processes. Responsibility for managing scope changes is defined and procedures are in place to 
obtain approval of scope changes from the project steering committee or executive sponsors. 

PM-O80 Scope Changes in Execution 
In the projects selected for sample, no scope management procedures or documentation 
were observed, including as change request procedures, authorizations, or identified actors 
for supporting such efforts. 

PM-O81 Scope Change Component Verification 
It was noted in an interview with customers that during the execution of projects, 
management of scope and magnitude requests have become issues and challenges for 
executive sponsors to track because of the lack of change procedures and the new 
approach to management. 

ROI and KPIs Objective: 
The calculations for determining project ROI and KPIs are updated and reported to the steering committee and 
executive sponsor as scope or other components that affect performance or ROI changes. 

PM-O82 Attributes for Calculating Return on Investment and Key Performance Indicator Updates 
No key performance indicators or return on investment metrics were observed in two of the 
three selected projects.  One project selected for sample included key performance 
indicator collection upon the introduction of a business process management component to 
the project. 

Escalation Management Objective: 
Steering committee and executive sponsors are receiving and acting upon issues escalated by the project team. 

PM-O83 Open Issue Identification and Disposition 
Regular status reporting was integrated into the project schedules and reports were 
provided to stakeholders.  It was noted that documentation of such status meetings was not 
created in all cases and that project teams only attend status meetings for the period of 
their status briefing. 

Project Management 
Best Practice 
The project management activity should provide appropriate oversight and process to ensure the timely execution of the 
plan, mitigation of risks as they are identified, issues are resolved or escalated to the appropriate management level, 
quality of process is maintained, costs are monitored and minimized, and a go/no-go decision is made at each critical 
milestone. 

Risk and Issue Management Objective: 
Risk analysis continues to be applied to the project during the execution phase as risks are identified. Where risks can 
be mitigated, appropriate processes have been implemented; where the risks are inherent to the process, appropriate 
monitoring processes are in place. Issues identified during the planning are reported, and issues are monitored and 
closed. 

PM-O84 Risk Changes – Stakeholder Involvement 
Project risks were not identified, ranked, and communicated for any of the selected 
projects. 

PM-O85 Stakeholder Risk Informing – Exceeding Tolerance Levels 
Risk tolerance levels of stakeholders were not assessed or noted as part of OIT project 
documentation and were not observed in any of the selected projects. 

Escalation Procedures Objective: 
Escalation procedures are followed to inform the project team and the steering committee, where appropriate. 

PM-O86 Issue Escalation Process Trace 
It was noted that escalation procedures or documentation requirements were developed 
outside of status meetings.  An escalation hierarchy was observed for only one project but 
did not include specific procedures for documenting or escalating issues across project 
components. 

PM-O87 Escalated Issues – Remaining Open 
It was observed that in cases where inherent risk or systemic risk is related to a project, 
such as observed for migration from Windows 7, escalated issues and risk may remain 
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open with no indicated closure. 

Quality Management Objective: 
The project process has defined QA procedures. 

PM-O88 Quality Assurance Plan Followed 
No quality management or quality assurance plan was followed in any of the selected 
projects. 

PM-O89 Quality Assurance Phase Review 
No quality management or quality assurance plan was followed in any of the selected 
projects... 

PM-O90 Quality Assurance Review – External to Development Team 
No quality management or quality assurance plan was followed in any of the selected 
projects. 

PM-O91 Quality Assurance Documentation Review 
No quality management or quality assurance plan was followed in any of the selected 
projects. 

PM-O92 Quality Assurance – Monitoring of Software Quality Definition 
No quality management or quality assurance plan was followed in any of the selected 
projects. 

PM-O93 Quality Assurance Verification of Performance 
No quality management or quality assurance plan was followed in any of the selected 
projects. 

PM-O94 Quality Assurance Not Performed or Negative Review 
No quality management or quality assurance plan was followed in any of the selected 
projects. 

Use of Development Methodology Objective: 
The project utilizes the enterprise’s development methodology. 

PM-O95 Design Documentation – Impact of Data Output to Other Programs 
Observed in user story design documents supporting build for one of three projects 
selected for sample that impact of data outputs was captured as it related to workflow.  
However, it was noted in an interview with agency-customer from Department of Labor that 
coordination with document management team did not occur. 

Change Management Objective: 
A change management procedure is being utilized to document changes and approval in the scope, business case or 
key attributes of the project 

PM-O96 Program Transfer Procedure Review 
Observed that a formal process, including deployment certification and handoff was 
incorporated as part of OIT’s technology workflow.  However, no documented change 
management procedures were observed in any of the selected projects. 

Milestone Go/No-Go Decisions Objective: 
At major milestones, management exercises and documents go/no-go decisions. 

PM-O97 Management Review of Significant Milestones – Execution and Task Progression 
Go/no go documentation was included as a key deliverable in the OIT technology workflow 
guidance, however it was not observed to have been created in any of the selected projects 
nor was any documentation indicating a decision criterion for go/no-go decisions observed 
for the projects selected. 

PM-O98 Go/No-Go Decision Process at Milestones  
Go/no go documentation was included as a key deliverable in the OIT technology workflow 
guidance, however it was not observed to have been created in any of the selected projects 
nor was any documentation indicating decision criteria for go/no-go decisions observed for 
the projects selected. 

PM-O99 Milestone Requirement of Go/No-Go Decision 
Go/no go documentation was included as a key deliverable in the OIT technology workflow 
guidance, however it was not observed to have been created in any of the selected projects 
nor was any documentation indicating decision criteria for go/no-go decisions observed for 
the projects selected. 
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PM-O100 Decision Making Process Documentation – Go/No-Go Decisions 

Go/no go documentation was included as a key deliverable in the OIT technology workflow 
guidance, however it was not observed to have been created in any of the selected projects 
nor was any documentation indicating a decision criterion for go/no-go decisions observed 
for the projects selected. 

Expense and Time Management Objective 
Expenses and time management are accurately recorded and approved. 

PM-O101 Resource Time and Expense Management 
Employees were allocated to projects and time was tracked through the overall workforce 
billing capacity.  However, limited data was available and tracked by project managers. 

PM-O102 Team Member Time Recording 
Employees were allocated to projects and time was tracked through the overall workforce 
billing capacity.  However, limited data was available and tracked by project managers. 

PM-O103 Cost Recording 
Costs were allocated to projects and tracked through the overall workforce billing capacity.   

Communications Objective: 
A communications plan is established to provide stakeholders and project leadership with appropriate information to 
ensure that the project meets functionality, budgetary and timeline goals. 

PM-O104 Communications Plans – Status and Exception Reports Planning 
Status reports were regularly documented for each selected project based upon the 
direction of the business owner.  However, communication plans outlining the timing or 
frequency of reporting were not observed for any of the selected projects. 

PM-O105 Communications Plans – Frequency and Content Alignment 
Communications plans outlining frequency, content, and audience targets were not 
developed for the selected projects. 

Budget  
Best Practice: 
The budget and accounting processes should be accurate, complete and provide the information necessary to manage 
the project. 

Budget Design Objective: 
The project budget is defined, segregated from other projects and is in alignment with the business case. 

PM-O106 Budget Variance from Business Case Estimate 
No budget estimates were included for any of the projects selected.  It was noted that 
variances in costs have occurred. 

PM-O107 Executive Sponsor Interviews – Deliverable/Budget Gaps 
It was noted during interviews with the agency customer from Department of Labor that 
known differences, including application of indirect costs and a lack of transparency in how 
fully burdened cost rate was applied to project participants have resulted in cost overruns. 

Budget Status Objective: 
Determine if the budget and actual costs (including resources and expenses) are in alignment with the percentage 
completion. 

PM-O108 Budget and Actual Cost  
Due to adoption of the Agile methodology and OIT procedures, project budgets were not 
developed and managed by project managers.  Billing was performed on sprint basis as 
defined by Memorandum of Understanding.  No budget to actual tracking was conducted 
by OIT or is provided to project stakeholders for the selected projects. 

PM-O109 Actual Cost Verification 
Observed that costs for the project were only incurred for each sprint period covered.  
However, lack of transparency about costs has resulted in variances from anticipated 
spend levels by executive owners as noted in interview. 

PM-O110 Budget to Actual – Management Exception Reporting Initiation if Behind Schedule 
Observed that costs for the project were only recorded for each sprint period covered.  
There was no comparison of actual spend to budget. The lack of transparency has resulted 
in variances from executive owners anticipated spend levels. 

Adequacy of Testing 
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Best Practice: 
The execution phase should exhibit adequate testing at the various stages of development, including definition of the 
types of tests to be performed, the timeframe for testing and documentation requirements. At minimum, testing should 
include unit testing, integration testing, UAT, integration of manual and automated processes, conversion testing and 
stress testing. Parallel testing or separate operating platform testing prior to implementation should be considered. 

Testing Requirements Objective 
Testing is performed according to project and enterprise standards and requirements and the testing is documented and 
reviewed. 

PM-O111 Performance Testing Requirements for Each Type of Testing 
No enterprise standards for testing were observed during any interviews or noted during 
review of project documentation.  It was observed that testing programs were prepared for 
two of the three selected projects. 

Testing Content Objective: 
Test scripts and volumes are adequate to ensure accurate, effective and complete results. 

PM-O112 Test Results Review 
Observed that test results were noted in completion of user stories and were tested on a 
sprint basis. It was observed during interviews and analysis of documentation provided for 
two of the three selected projects that test components were developed and executed.  
However, individual test scripts outlining steps and results of each step were not observed 
to have been developed or documented. 

Pilot Test Plan Objective: 
Pilot implementations of the new processes are utilized to minimize the risks of a full roll-out of the application. 

PM-O113 Go/No-Go Decision – Conclusion of Pilot  
Go/no go evaluation was considered as part of overall technology workflow for each sprint 
stage.  However, no evidence to support this decision was observed for any of the selected 
projects. 

Communications Plan Objective: 
A communications plan informs stakeholders and management of the progress of the roll-out. 

PM-O114 Communications Compliance with Communications Plan 
A project communications plan was not observed to have been developed as part of the 
project startup for any of the three projects selected for sample.   

Training Program Objective: 
The training program has trained affected functions prior to implementation. 

PM-O115 Training Programs Results Review 
Project training programs were not observed to have been developed as part of the project 
standup in any of the selected projects.  Based on interviews with members of the project 
management office and customers, it was observed that differences of opinion were 
present for ownership of project based trainings between the business and IT. 

Back Out Plan Objective: 
The back out plan has been prepared with appropriate review, approval and decision points to initiate the plan. 

PM-O116 Back Out Plan Initiation 
A back out plan was indicated to have been developed as part of one of the projects 
selected for sample; however no documentation to support it was available.   

Governance 
Best Practice: 
Governance over the project should be achieved through management’s oversight. 

Roles and Responsibilities Objective: 
The executive sponsor has approved and formally documented the closure of the project. 

PM-O117 Formal Project Closure by Executive Sponsor 
Obtained and received the certification form for one of the three selected projects. The 
deployment certification form had the executive sponsor's signature. The other two project 
samples did not have evidence of the executive sponsor's final sign off. 
  
No formal project close out related to resolution of all issues was observed to have 
occurred in the selected projects. 
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Project Management 
Best Practice: 
The project management activity should be ended, with all active project follow-up transferred to operations or business 
units. 

Planning and Control Objective; 
Project management verifies that all deliverables have been completed. 

PM-O118 Project Manager Formally Documents Receipt of Expected Deliverables 
No formal documentation of receipt of all expected deliverables was observed.  Project 
managers were responsible for signing the deployment certifications, and in the case of the 
Blocked Claims project, a "Definition of Done' form was created.  It was not observed to be 
standard to develop such a document in the selected projects. 

Expense and Time Management Objective: 
Expense and time management processes are closed, so no additional resource or expenses charges can be allocated 
to the project. 

PM-O119 Time and Expense Closure for Project 
Employees were allocated to projects and tracked through the overall workforce billing 
capacity.  Limited data was available and tracked by project managers.  Closure for 
projects was not observed to occur in any of the selected projects. 

Communications Objective: 
The stakeholders have been notified of the closure of the project. 

PM-O120 Stakeholder Verification of Project Closure 
It was observed in project documentation that executive sponsors were required to sign off 
on the deployment certification form. 

Budget 
Best Practice 
The budget and accounting processes should be accurate, complete and provide the information necessary to allocate 
final costs to the project. 

Budget Status Objective: 
The project budget is finalized with all costs. The budget to actual is prepared, with variance explanations. 

PM-O121 Cost Application Determination of Final Budget 
Final budget to actual comparison was not performed because of adoption of Agile 
methodology in selected project cases.  Customer paid for each sprint phase and was 
charged service fees for finite list of personnel associated with each sprint based on fully 
burdened rate. 

Third Party Providers 
Best Practice: 
Third-party providers should be paid according their contracts, remediation processes concluded, penalties collected 
and all deliverables due from the vendors received. 

Service Level Agreements (SLAs) and Contract Fulfillment Objective: 
Contract provisions have been reviewed, all deliverables have been reviewed and accepted, and open contract issues 
have been reviewed by project management and the executive sponsor, if necessary. 

PM-O122 Project Manager Review of Deliverables to Determine Vendor Contract Satisfaction 
No SLAs existed between OIT and customer agencies. The only evidence of contract 
fulfillment was the signed deployment certification form. Not all projects selected used the 
deployment certification form which was included as part of the technology workflow and 
delivery chain. 

Governance 
Best Practice: 
The business case should be achieved, (i.e. project costs are within budget and management has provided governance 
over the project). 

Business Case Objective: 
The project team leadership, on a regular basis, monitors and provides reports to the executive sponsor on the 
continued alignment of the project plan with the business case. 

PM-O123 Business Case – Executive Sponsor Review of Expected Process Feature Delivery 
Noted that the project leadership team (from PMO side) closed out the project and 
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transferred ownership to the relevant application team upon implementation.  Also noted 
that the project team continued to be engaged as development continued for Agile projects. 
 
It was noted that one project had been opened and subsequently closed with the 
coordination of OIT's PMO and an external vendor.  The overall problem was not solved to 
the customer’s satisfaction. 

ROI and KPIs Objective: 
The project’s ROI and KPIs have been reviewed by the steering committee and executive sponsor. 

PM-O124 Return on Investment Calculation Review 
ROI and KPI metrics were not observed to have been documented, measured, or assessed 
at any point for the project samples selected.  The technology workflow and project stage-
gate for assessments did not include ROI or KPI metrics. 

Communications Objective: 
The stakeholders have been received and reviewed ROI and key performance metrics. 

PM-O125 ROI and Key Performance Metric Provision to Stakeholders 
ROI and KPI metrics were not measured for the selected projects. 

Budget 
Best Practice: 
The budget and accounting processes should be accurate, complete and provide the information necessary to allocate 
final costs to the project. 

Budget Status Objective:  
The project budget is finalized with all costs. The budget to actual is prepared, with variance explanations. Management 
analyzes variances and evaluates how negative variances can be minimized in the future. 

PM-O126 Project Summary Report Provision 
No project summary report was provided by OIT Project Management to stakeholders or 
management teams in any of the selected projects. 

Accounting Objective: 
The accounting of the project is in compliance with expense and capitalization requirements. 

PM-O127 Appropriate Cost Capitalization and Expense 
No cost capitalization or expense summary was observed in any of the selected projects. 

Third Party Providers 
Best Practice: 
Third-party providers should be paid according their contracts, remediation processes concluded, penalties collected 
and all deliverables due from the vendors received. 

SLAs and Contracts Fulfillment Objective: 
Contract provisions have been achieved, all deliverables have been reviewed and accepted, and open contract issues 
have been reviewed by project management and executive sponsor, if necessary. 

PM-O128 Vendor Open Issue Determination 
It was observed in a project that issues were not closed out when the project was 
cancelled.  The project was cancelled because of the inability of the vendor to complete the 
requirements and meet the customer need. 
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Appendix B – COBIT Framework 
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What is COBIT? 
The COBIT framework provides guidance for organizations on how to effectively manage their 

technical/business risks and achieve IT (Information Technology) governance. This toolkit of best practices 

was developed by ISACA (Information Systems Audit and Control Association), an IT audit equivalent to the 

AICPA (American Institute of Certified Public Accounts). COBIT was developed by a group of IT experts to 

bridge the gap between a firm’s technical team and management in understanding the business risks that a 

significant deficiency or material weakness in IT controls would have on the company’s core operations.  

 

COBIT’s five core principles encourages interdepartmental communication for applying an integrated 
framework in standardizing the management of IT enterprise applications: 

1. Meeting Stakeholder needs 
2. Covering the Enterprise End-to-end 
3. Applying a Single, Integrated Framework 
4. Enabling a Holistic Approach 
5. Separating Governance from Management 

 

Similar to its previous iterations, COBIT 5 (2013 version) maintains its four domains (aka “enabling Process”) 

in maintaining an ongoing relationship in maturing business and IT processes (see diagram on p12):  

 Align, Plan and Organize (APO) formerly known as Plan and Organize [PO] 

 Build, Acquire, and Implement (BAI) formerly known as Acquire and Implement [AI] 

 Deliver, Service and Support (DSS) 

 Monitor, Evaluate, and Assess (MEA01) 

 7

                                                   
7 Source: ISACA, COBIT 5, p74 



56 
 

 

Assessment of Office of Information Technology’s Strategic Plan 

Each process within these four domains has its own evaluation criteria to the test the control objectives within 

a standard audit program (refer to Appendix B). The maturity model used in COBIT 4.1 has been upgraded 

into the “Process Capability Model” for COBIT 5 to better evaluate how well the current process has been 

ingrained in the organization (below). On a scale from 0 to five a tester would evaluate how well the 

organization has managed their control objectives and the supporting evidence. An organization’s personnel 

who perform control processes (in compliance with a generally accepted standard) and generating consistent 

evidence on a repeatable basis equates to a higher level of maturity under the COBIT model. 

8 

 

 

                                                                                                                                                                                           
 
8 ISACA, COBIT 5 p42 
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Excerpt from OPEGA RFP #14-01 OIT Follow-Up CohnReznick Observations 

OIT’s progress in implementing its strategic 
plan for each of the three areas particularly 
with regard to: 

 The extent to which OIT has completed 
its planned actions; 

 The extent to which actions taken have 
been effectively implemented to help 
ensure long-term results; and 

 The extent to which OIT has achieved its 
stated goals. 

 

 
40/77 Identified gaps resolved 

 

 Implemented actions include:   
o BC/DR Manager has been hired 
o Agile training has been identified, 

scheduled, and executed for Project 
Managers at OIT 

 High level goals not reached include: 
o BIA has not been performed for all agency-

critical applications 
o OIT has not paired agency Business 

Analysts with an OIT Systems Analyst or 
provided with analytics tools 

o Staff from agencies with low Agile maturity 
have not yet aligned to the new structure. 

 

In the area of Project Management, the 
assessment will include a specific focus on 
OIT’s progress and effectiveness in: 

 converting to the Agile project 
management methodology; 

 increasing its capacity to manage the 
volume of current and anticipated 
projects; and 

 improving performance on current 
projects as regards meeting expectations 
for timeliness, cost and quality. 

 

 
31/46 Identified gaps resolved 

 

 Actual use of Agile is still at partial stage; tools 
have been implemented; although new projects 
incorporate some aspects of waterfall 
methodology, observations conclude that multiple 
projects have been completed on the Agile 
framework. 

 The PMO has begun to expand its people 
resources to take on a greater queue of projects 
requested by other departments 

 PMO’s management is beginning to develop key 
metrics to budget resources use for delivering 
project results in a timely manner. 

 

In the area of Business Continuity and Disaster 
Recovery, the assessment will include a 
specific focus on: 

 the adequacy of OIT’s 180-day plan to 
address gaps identified in the Cavan Group 
Gap Analysis;   

 OIT’s progress in implementing the 180-day 
plan; and 

 The State’s current level of exposure from 
unmitigated BC/DR risks given the gaps 
previously identified and OIT’s current 
progress in addressing them.  

 
9/22 Identified gaps resolved 

 

 180 Day Plan updated 1/16/15, confirming that 
plan has been developed as per the 
recommendations of the Cavan Group Report. 

 Gaps still present: 
o Lack of budgeting for and no full inventory of 

mission critical BC/DR systems;  
o BIA incomplete as of 12/31/14; OIT has not 

finalized BC/DR plan 
o Legacy load balancers deleted, fail-over test 

needs to be performed; need inventory of 
mission critical applications to determine 
repercussions 
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In the area of Data Analytics, the assessment 
will include a specific focus on: 

 OIT’s progress and effectiveness in 
increasing/improving its capacity to support 
the data and analytic needs of analysts, 
management and decision makers in State 
agencies; and 

 The extent to which OIT is effectively 
facilitating data sharing and data analytics 

across State agencies. 

 

 
0/9 Identified gaps resolved 

 

 Although the levels of ownership and 
responsibility for each agencies’ OIT 
requirements have not been formally defined or 
clarified in policy, the OIT has established 
guidelines and roles that it will adopt moving 
forward 

 Creation of Enterprise Warehouse and Analytics 
team will facilitate better cross-agency 
communication moving forward 

 Although EWA team  is not captured in a single 
job definition at present, OIT believes it 
possesses the current structures and capabilities 
to serve in this capacity organizationally and 
operationally 
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Appendix F – Business Intelligence & Analytics  
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Business Intelligence & Analytics 
 

Blueprint for Rationalizing and then developing Strategic OIT BI Capabilities 
 
 

1. Understand Current Data Enablement & Acquisition Capabilities 
a. Sources of Data 

i. Inventory of Relational Data Marts & Warehouses 
ii. Inventory of ERP Systems 
iii. Inventory of Operational Systems Data 
iv. Inventory of MS Excel and Text File Data 
v. Inventory of External Data (Web, Cloud) 

b. Timeliness of Data and Availability 
c. Integration Requirements across Disparate Data (Data Federation, Data Virtualization) 
d. Meta Data  Capabilities 

i. Inventory and Description 
ii. Business Data Dictionaries 
iii. Security Controls 

e. Data Stewardship & Governance 
i. Roles & Responsibilities 
ii. Data Quality Definitions 
iii. Automated Systems for Adherence 
iv. Manual procedures for control 

f. Software Tools being used for 
i. Data Enablement & Integration 
ii. Data Marts & Warehouses 
iii. ETL 
iv. Master Data Management 
v. Data Quality 
vi. Data Stewardship 
vii. Data Governance 

 
2. Understand Current Business Intelligence Capabilities 

a. End User Requirements 
i. Dashboards 
ii. Formatted Reports 
iii. Ad hoc 
iv. Predictive Analytics 
v. Enterprise Search 
vi. Data Exploration & Visualization 
vii. Self Service 

b. Software Tools being used for 
i. Dashboards 

ii. Formatted Reports 

iii. Ad hoc 

iv. Data Exploration & Visualization 

 
3. Design Strategic BI Platform (includes Data Enablement and all forms of Information Delivery) 

i. Mission Statement 
ii. Logical Architecture Model 
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iii. Physical Implementation Model 

iv. Data Enablement & Security Model 

v. IT & Business User Roles & Responsibilities 

vi. Operational Control & Procedures 
vii. Performance and Scale Monitoring 

 
4. Establishment of an OIT “BI Center or Excellence”: 

a. Mission Statement & Charter – Enterprise Adoption & Value Creation 
b. Service Level Agreements - Monitoring & Chargeback 

c. Governing Body – Business & IT 
d. Roles & Responsibilities 
e. Operational Control & Procedures 
f. Measuring User Satisfaction 

Enhancement Roadmap & Release 


